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Introduction Challenges
* ZK Proofs are Basic Crypto Primitives * Protocol Design
* Used in Identification Schemes, Group Signatures, + Choose Suitable Proof Techniques and Parameters

Secure Multiparty Computation, ...

* First ZK Protocols Deployed in Practice

* Direct Anonymous Attestation (DAA) in TPM chips

¢ Anonymous Credential Systems (IBM identity mixer)
* Based on Efficient Sigma-Protocols

¢ Protocol Composition (AND, OR, ...)

¢ Generic Transformations to Non-Interactive ZK (NIZK), ...
* Design & Implementation “by Hand”

¢ Time-Consuming, Error-Prone, ...

* Implementation Efficiency
* From Semantic Proof Goal to Implementation
 Skill Gap between Cryptographer & Programmers
« Code Efficiency & Security
« Optimize Resources at Protocol & Code Level
 Buffer Overflows, SW Side-Channels, ...

Automatic Generation of Sound ZK Protocols
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Sl
|Protoco| Implementation| Details of proof protocol.

Protocol Implementation Language
Algorithms, Operations, Messages, ...

Multiple | Backends

Cryptography Aware Language and Compiler:
Easy to change from c LaTeX CAO Implementation of cryptographic primitives

GMP to other libraries. | Code | [Documentation| |Code| rt performance & security.
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